Enterprise User Security

Eine EinfUhrung

DOAG Regionaltreffen Minchen
18. September 2014



OO ) VTN N T

s !en a R e TR IR TR b W Pl
Mastering Oracle Performance, High Availability, Manageability

Martin Decker

Vorstellung

Benutzerverwaltung — Problemstellung
Losung: Enterprise User Security
Implementierung

EUS Use-Cases

B Schema Mapping
B Enterprise Roles

B Proxy Permissions
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[0 10 Jahre Oracle Datenbank Erfahrung

[0 Seit 6 Jahren unabhangiger Oracle Consultant in D/
A/CH

[0 Spezialisierung auf:
B Performance Management (Instance / SQL)
B Hochverfugbarkeit (MAA, RAC, DataGuard)
B Manageability (OEM)
B Unix (Linux, Solaris, HP-UX)

[0 Oracle Certified Master 10g & 11g

[0 Website & Blog: ora-solutions.net
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[0 dutzende DB Accounts lokal in einer Vielzahl
von verschiedenen Datenbanken mit
moglicherweise unterschiedlichen Passworten

[0 Password Policy (Expiry) erzwingt regelmaBige
Passwort-Anderung in allen Datenbanken

[0 Entfernung von Benutzer-Accounts bei
Verlassen des Unternehmens

[0 hoher Administrationsaufwand

[0 Oracles Losung fur diese Problemstellung:
Enterprise User Security
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EUS - Einflhrung ORA-SOLUTH

[0 Teil von Oracle Database Enterprise Edition
[0 Authentifizierung nicht gegentber SYS.USER$
Tabelle, sondern gegenuber LDAP Directory

[0 Directory Services Plus License (min 2000 User
a 12 USD)

[0 Benotigt spezielles Directory (lizenzpflichtig)

B Oracle Virtual Directory (OVD) -> 3rd Party LDAP Backend/AD
B Oracle Internet Directory (OID) -> 3rd Party LDAP Backend/AD
® Oracle Unified Directory (OUD)

~  User/Password Query User Info
S ——— - Query LDAP Data [
& ) =
- e )
User Authenticated Return User Info e ¢

Martin Decker
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[0 Komponenten:
m In Datenbank: (,GLOBAL")

O

O

Global User:
CREATE USER <username> IDENTIFIED EXTERNALLY;

Global Role:
CREATE ROLE <role> IDENTIFIED EXTERNALLY;

In LDAP: (,ENTERPRISE")

O
O
O

Enterprise Domain (Container fur DBs)
Enterprise Users (LDAP User-Eintrag)

Enterprise Roles (Mapping zw. Enterprise Users und Global
Roles)

Proxy Permissions (Mapping zw. Enterprise Users und Proxy
Users)
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Installation LDAP Directory (z.B. ODSEE)
Installation Oracle Weblogic 10.3.6

Installation Oracle Identity Management 11.1.1.2.0
Upgrade auf Oracle Identity Management 11.1.1.7.0
Configuration Oracle Virtual Directory

Create LDAP Suffix

OracleContext / Schema Configuration

Configure ldap.ora

DBCA: Register Database

Configure Schema Mapping, Enterprise Roles, Proxy
Permissions
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Installation JDK 1.7

Installation OUD 11.1.2.2.0
Installation Oracle Weblogic 10.3.6
Installation Oracle ADF 11.1.1.7.0
Configure ODSM mit ADF fur OUD
Configure OUD

LDAP User anlegen

Configure ldap.ora

DBCA: Register Database

Configure Schema Mapping, Enterprise Roles,
Proxy Permissions

OO0O0O0000000 0




1IN N T
(2.1

Q --‘

h Availability, Manageablllty

Implementierung OUD SRF-SULU C
Martin Decker

Download Files:

jdk-7u55-linux-x64.tar.gz
ofm_oud_generic_11.1.2.2.0_disk1_1of1l.zip
wls1036_generic.jar
ofm_appdev_generic_11.1.1.7.0_disk1_1of1l.zip
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OUD: (JDK Installiert nach /uO1/app/jdk)
Jrunlnstaller -jreLoc /uO1/app/jdk/jre

' & Oracle Fusion Middleware 11g Installation
. . ORACLE g
Specify Inventory directo
WLS p y ry ry FUSION MIDDLEWARE
ADF
— You are starting your first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directory”. Within the inventory directory, the installer automatically sets
i up subdirectories for each product to contain inventory data and will consume typically 150 Kilobytes per product.
on
Enter the full path of the inventory directory.
You can specify an Operating System group that has write permissions to the above directory
Conf OUD
LDAP
User
Inventory Directory: ’/uOl/app/oralnventory ‘ ‘ Browse
Ldap.ora —
— Operating System Croup name: ’oinstall ‘ v ’
Dbca
—
EUS

Help Ok ‘ ‘ Cancel
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WLS

ADF

Conf ADF

S——

Conf OUD

LDAP
User

Ldap.ora
\ i’

Dbca

EUS
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Mastering Oracle Performance, High Availability, Manageability

Oracle Unified Directory Installation - Step 4 of 7

Martin Decker

Specify Installation Location

Welcome

Skip Software Updates

ORACLE’ 11 g

FUSION MIDDLEWARE

Prerequisite Checks

Installation Location

Installation Summary

Installation Progress

C(——(C——€——@€—€—=¢€

Installation Complete

OUD Base Location Home:

Oracle Home Directory:

’/uOl/app/oracle/mw

[3 [ Browse

IOracIe_OUDl

Provide a valid Unified Directory Base location

[ < Back ” uext>]

Cancel

|Elapsed Time: 6m 29s

11
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ADF

Conf ADF

S——

Conf OUD

LDAP
User

—

—

Ldap.ora
R ——

Dbca

EUS
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Oracle Unified Directory Installation - Step 7 of 7

Martin Decker

Installation Complete

Welcome
|

Skip Software Updates
{

Prerequisite Checks
{
T Installation Location
I
| Installation Summary
|
T Installation Progress
I
-

I Installation Complete

ORACLE’
( FUSION MIDDLEWARE

11°

[=}-Install OUD
E}-Directory Details
: -Unified Directory Base location: fu01/app/oracle/mw
_ ‘..Oracle Home Location: full/app/oracle/mw/Oracle_OUD1
[;]-'Disk Space
. -Oracle Home Size: 167 MB
. -Available: 19856 MB
E} ‘Applications
L -Installing Oracle Unified Directory Products

Save Installation Details:

Oracle Unified Directory installation completed successfully

IEIapsed Time: 24m 9s

12
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Weblogic: java -d64 -jar wilsversion_generic.jar

Oracle Installer - WebLogic 10.3.6.0

oubD
Choose Middleware Home Directory

' Specify the Middleware Home where you wish to install ORACLE

WeblLogic 10.3.6.0.

~ Middleware Home Type
ADF
R — (® Create a new Middleware Home
Conf ADF
Conf OUD
LDAP
User
~ Middleware Home Directory
Ldap.ora ’ full/fappjoracle/mw |
| Browse... I | Reset l
Dbca :
[ereions | [t |
EUS

13
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Weblogic: (Custom, De-Select Coherence)

Oracle Installer - WebLogic 10.3.6.0

Choose Install Type
Select the type of installation you wish to perform. ORACLG

OouD

Oracle Installer - WebLogic 10.3.6.0

ADF Choose Products and Components
O Typical Grayed selections are already installed. ORACLE
— Double-click headings to reveal or collapse selections.
& Install the fi
Conf ADF — S —
» We ) webLogic Server +| | Description
& 0r; Core Application Server Coherence provides reliable distributed
Conf OUD Administration Console in-memory data management and caching
. . " services on top of a highly scalable peer-to-peer
® Custom Configuration Wizard and Upgrade Frame clustering protocol.
e B Web 2.0 HTTP Pub-Sub Server
User @E Choose soft WebLogic SCA
optional cor WebLogic JDBC Drivers
B Third Party |DBC Drivers
ap.ora . .
P WebLogic Server Clients Approximate Installed Size*
W] webLogic Web Server Plugins Highlighted ftem: 17.1 MB
Dbca HOPI and Squery SUPROK Ll | Common artifacts: 50.8 MB
— [ server Examples )
] Total of all selected items: 678.7 MB
A Evaluation Database
EilS M P [Oracie Coherence E] *Installer requires free disk space
l | E] approximately 2x this total

| Previous l I Next
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Weblogic:

5 Oracle Installer - WebLogic 10.3.6.0 .
OouD . . .
Choose Product Installation Directories
Provide the directories where you wish to install ORACLG
- WebLogic 10.3.6.0.
", Discard Changes
ADF Middleware Home Directory
full/fappforacle fmw
Conf ADF Product Installation Directories
The Product Home might contain shared utilities and any products or components for which unique
directories are not set.
Conf OUD WebLogic Server:
fulljfapp/foracle/mwfwdserver_10.3 “ Browse... l
LDAP
User
Ldap.ora
Dbca
— [grencus | [t
EUS

15
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Weblogic:

OouD

ADF

Conf ADF

S——

Conf OUD

LDAP
User

Ldap.ora

[ ——

Dbca

EUS
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Oracle Installer - WebLogic 10.3.6.0 - X

Installation Summary

The following Products and JDKs will be installed. ORACLE

|_ ] WebLogic Server

[:] Core Application Server
[:] Administration Console
[:] Configuration Wizard and Upgrade F
L] web 2.0 HTTP Pub-Sub Server
L) webLogic SCA

L] webLogic JDBC Drivers

L] Third Party JDBC Drivers

L webLogic Server Clients

| webLogic Web Server Plugins
E] UDDI and Xquery Support

E] Evaluation Database

Description

Implements JEE technologies, Web services, and other
leading Internet standards, to provide a reliable framework
for highly available, scalable, and secure applications.

Approximate Installed Size

Highlighted item: 693.9 MB
|‘ “ E] Total of all selected items: 678.8 MB
[erevious | [ i

16
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ADF: ./runlnstaller -jreLoc $JAVA_HOME/jre

© Oracle Fusion Middleware 11g Application Developer Installation - Step 40 _ x

ORACLE’ 11 g

Specify Installation Location
FUSION MIDDLEWARE

T Welcome
¥ Skip Software Updates
|
¥ Prerequisite Checks
I
@ Installation Location
|
Conf ADF ¢ Application Server
+ Installation Summary Oracle Middleware Home: JuOl/app/oracle/mw B [ Browse
I
Conf OUD T Installation Progress
I
- Installation Complete
LDAP
User
S —
Ldanois The Oracle home will be created under the Oracle Middleware Home location with
| P———
the given name.
Dbca
—
eUs [ <Beck | o> |

|

lEIapsed Time: Om 57s

17
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Conf ADF

S——

Conf OUD

LDAP
User

|

Ldap.ora
\ i’

Dbca

{

EUS

|
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© Oracle Fusion Middleware 11g Application Developer Installation - Step 50 — x

Welcome

Skip Software Updates

Application Server

ORACLE’ 11 &

FUSION MIDDLEWARE

Prerequisite Checks

Installation Location

Application Server

Installation Summary

Installation Progress

(——(——€+E—€—€—C—<€

Installation Complete

(3) WebLogic Server

WLS installation detected, WebLogic Server support available in this Middleware
Home.

(<o o> |

IEIapsed Time: 1m 22s

18
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ADF:

© Oracle Fusion Middleware 11g Application Developer Installation - Step 80 - x

ORACLE’ 11 &

( FUSION MIDDLEWARE

Installation Complete

Welcome [=}--Install Oracle Application Developer

Skip Software Updates EH-Directory Details

i-Middleware Home Location: fuQl/app/oracle/mw

Prerequisite Checks i z
rerequist LE i #-Oracle Home Location: fu0l/app/oracle/mwj/oracle_common

Installation Location . L.-Application Server Type: WebLogic Server

~Application Server Location: ju0l/app/oracle/mw

eH-c——c—-——Cc—-—C—-——C—C——

Application Server i ;
Conf ADF Installation Summary E?}”D?.Sl;spTCQH Size: 1076 MB
P racle Home Size:
Installation Progress - Available: 17104 MB
[=}--Applications
Conf OUD Installation Complete : .
“-Qracle Enterprise Manager
LDAP

User Save Installation Details:
S —
—_—

Oracle Application Developer installation completed successfully
Ldap.ora

| S—

Dbca

{

EUS I [Elapsed Time: 4m 42s

|

19
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Configure OSDM with ADF for OUD:

OouD

WLS

ADF

S ———

Conf OUD

LDAP
User

Ldap.ora

S ——

Dbca

EUS

[oracle@oudl Diskl]$ ed /u0l/app/oracle/mw/oracle common/common/bin/
[oracle@oudl bin]$ ./config.sh

Fusion Middleware Configuration Wizard

Welcome

ORACLE

@® Create a new WebLogic domain

Create a WehbLogic domain in your projects directory.

O Extend an existing WebLogic domain

Use this option to add new components to an existing domain and modify configuration settings.

(][ v |

20
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Configure OSDM with ADF for OUD:

B Fusion Middleware Configuration Wizard - X
Ooub Select Domain Source
ORACLE’
WLS
ADF @® Generate a domain configured automatically to support the following products:

Oracle Enterprise Manager - 11.1.1.0 [oracle_common]

IOracIe Directory Services Manager - 11.1.2.2.0 [Oracle_OUDlll
[] Oracle WSM Policy Manager - 11.1.1.0 [oracle_common]

[] Oracle JRF WebServices Asynchronous services - 11.1.1.0 [oracle_common]

Conf OUD Oracle JRF - 11.1.1.0 [oracle_common]
[ Basic WebLogic SIP Server Domain - 10.3.6.0 [wiserver_10.3]

[] Oracle Platform Security Service for Audit - 11.1.1.0 [oracle_common]

IDDAP [ webLogic Advanced Web Services for JAX-RPC Extension - 10.3.6.0 [wiserver_10.3]
ser
[ WebLogic Advanced Web Services for JAX-WS Extension - 10.3.6.0 [wiserver_10.3]

(O Base this domain on an existing template

Ldap.ora E

Dbca

| Exit || Hewp | | Previous | | Next

EUS

21
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Configure OSDM with ADF for OUD:

OouD

WLS

ADF

[T —

Conf OUD

LDAP
User

Ldap.ora

Fusion Middleware Configuration Wizard

Specify Domain Name and Location
ORACLE
Enter the name and location for the domain and its applications:
Domain name: | OUD_domain ]
Domain location: | full/app/foracle/mwjuser_projects/domains ’ { Browse |
Application location: I full/fapp/foracle/mwjuser_projectsfapplications ’ \ Browse I
I Exit ‘ ’ Help I | Previous | I Next I

22
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Configure OSDM with ADF for OUD:

OouD

WLS

ADF

[T —

Conf OUD

LDAP
User

Ldap.ora

—

Dbca

EUS

Fusion

Martin Decker

Configure Server Start Mode and JDK

dleware Configuration Wizard

ORACLE’

Before putting your domain into production, make sure that the production environment is secure. For more information, see the topic
‘Securing a Production Environment' in the WebLogic Server documentation.

WeblLogic Domain Startup Mode

JDK Selection

() Development Mode

Utilize boot.properties for username
and password and poll for applications
to deploy.

Sun JDK recommended for better startup
performance during iterative
development.

(® Production Mode

Require the entry of a username and
password and do not poll for
applications to deploy.

WeblLogic JRockit DK recommended for
better runtime performance and
management.

@® Available JDKs

Sun SDK 1.7.0_55 @ fu01/app/jdkl.7.0_55

() Other DK

Location

e |[ o |

I Previous ‘ ’ Mext l

23
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Configure OSDM with ADF for OUD:

OouD

WLS

ADF

[T —

Conf OUD

LDAP
User

Ldap.ora

R ——

Dbca

EUS

3] Fusion Middleware Configuration Wizard -

Select Optional Configuration

ORACLE

Martin Decker

Administration Server
Modify Settings

Managed Servers, Clusters and Machines
Add or Delete
Modify Settings

[] Deployments and Services
Target to Servers or Clusters

[J RDBMS Security Store
Modify Settings

e ][ o |

[Erevious ‘ [ Next }

24
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Configure OSDM with ADF for OUD:

3] Fusion Middleware Configuration Wizard - X
Select Optional Configuration
oub ORACLE
WLS
ADF

Administration Server

‘ Modify Settings
Managed Servers, Clusters and Machines

Add or Delete

R ——— Modify Settings
Copf oL [] Deployments and Services
Target to Servers or Clusters
LDAP [J RDBMS Security Store
User Modify Settings
Ldap.ora

Dbca

—_— ‘ Exit | I Help | [Erevious ‘ [ Next }
ELS OSDM: https://oudl.intra:7002/odsm/

WLS Admin Server Console: https://oudl.intra:7002/console/

25
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Configure OUD:

OouD

WLS

ADF

Conf ADF

—_—

LDAP
User

Ldap.ora

—

Dbca

EUS

(
[
(
[

oracle@oudl bin]$ export ORACLE INSTANCE=/ul0l/app/oracle/mw/Oracle OUD1l
oracle@oudl bin]$ export PATH=/u0l/app/jdk/jre/bin:$PATH

oracle@oudl bin]$ cd $ORACLE INSTANCE
oracle@oudl Oracle OUD1]$ ./oud-setup

Welcome
= Server Settings
Topology Options
Oracle Components Integration
Server Tuning
Review
Progress

Finished

Oracle Unified Directory Setup - 0O x

Server Settings

Enter a port to listen for LDAP requests and enter a password for the server initial Root user.

Host Name:

LDAP Listener Port

[oud1.intra |

1389 Could not use 389. Port in use or user not authorized.

Administration Connector Port: |4444

LDAP Secure Access:
Root User DN:
Password:

Password (confirm):

< Previous || Next >

[cn=Directory Manager |

[..ooo. ‘

[.oooo.l

26
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Configure OUD:

Security Options x

Configure Secure Access
Specify the options for enabling secure access to the server.

WLS

SSL Access: Enable SSL on Port: (1636 Could not use 636. Port in use or user not authorized.

StartTLS Access: | | Enable StartTLS for LDAP

ADF
— Certificate: ® Generate Self-Signed Certificate (recommended for testing only)

) Use an Existing Certificate:
Conf ADF

—_—

() JCEKS File
- 7 }‘ VV:"' e

LDAP KeyStore Patl [ Browse...
User L

tore Type: ) Java Key Store

Ldap.ora | 0OK H Cancel

—

Dbca

EUS

27
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Configure OUD:

Oracle Unified Directory Setup - 0O x
oubD Welcome Topology Options
Server Settings Choose the Data Replication Options.
® This will b tand al
WLS S Tl G . is will be a stand alone server,
() This server will be part of a replication topology
Oracle Components Integration I 0
Server Tuning 0
ADF
Review
Progress
Conf ADF Finished
\er——————
LDAP
User
—
Ldap.ora
< Previous “ Next >
Dbca
S
EUS
“————

28
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Configure OUD:

Oracle Unified Directory Setup - O x
OouD Welcome Directory Data
Server Settings Choose options for the LDAP data to be hosted by the server.
. Directory Base DN: [dc=mycompany,dc=com \
WLS T0p0|09\/ Optlons Leave empty if you do not want to create a base DN.
2  Directory Data Directory Data: @ Only Create Base Entry (dc=mycompany,dc=com)
Oracle Components Integration () Leave Database Empty
ADF ) Import Data from LDIF File
Server Tuning o
—
Review ) Import Automatically-Generated Sample Data
Conf ADF Progress Number of r Ent
\er——————
Finished
LDAP
User
—
Ldap.ora
— < Previous || Next >
Dbca
—_—
EUS
“————

29
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Configure OUD:

Oracle Unified Directory Setup - 0o x

OouD Welcome Oracle Components Integration

Server Settings Specify the Oracle components with which the server integrates.

WLS Topology Options ) No specific integration

Directory Data . .
® Enable for EUS (Enterprise User Security)

= Oracle Components Integration

ADF . 2 Enable for Oracle Database Net Services
Server Tuning

Review

Conf ADF Progress

—_—

LDAP
User

Finished

Ldap.ora
— < Previous “ Next >

Dbca

EUS

30
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Configure OUD:

Oracle Unified Directory Setup S = 4

OouD Welcome Server Tuning

Server Settings Select how you want the OUD server to be tuned.

WLS Topology Options Options: |Providing Runtime Options ‘v‘

Directory Data
You tune the OUD server by providing directly the VM runtime options you want it to use.

Oracle Components Integration

ADF ) Server Runtime Settings: Java arguments: -server -d64

= Server Tuning

—
Import Runtime Settings: Java arguments: -server -d64

Review

Conf ADF Progress

—_—

LDAP
User

Finished

Ldap.ora

— < Previous H Next >

Dbca

EUS

31
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Configure OUD:

Oracle Unified Directory Setup - O x
OubD Welcome Review
Server Settings Review your settings and click Finish if they are correct. |Show Summary ‘v|
WLS Topology Options Host Name: oudl.intra
Directory Data LDAP Listener Port: 1389
) Administration Connector Port 4444
Oracle Components Integration
ADF LDAP Secure Access: Enable SSL on LDAF Port 1636
Server Tuning Create a new Self-Signed Certificate
| S —
i Root User DN: cn=Directory Manager
2 Review
Directory Data: Create New Base DN dc=mycompany,dc=com
Conf ADF Progress Base DN Data: Only Create Base Entry (dc=mycompany,d
c=com)
Finished Integration with Oracle components: Enable for EUS (Enterprise User Security)
Runtime Options: Use Custom Values for Server Runtime (-server -d64)
Use Custom Values for Import (-server -d64)
LDAP
User
S —
Start Server when Configuration has Completed
Ldap.ora
— < Previous ‘ | Finish
Dbca
S
EUS
—

32
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Configure OUD:

Oracle Unified Directory Setup - 0 x
OouD Welcome Review
Server Settings Review your settings and click Finish if they are correct. IShow Equivalent Command-Line ‘v‘
WLS Topology Options Equivalent non-interactive command-line to setup server:
oud-setup \
Directory Data ——di \
. --baseDN dc=mycompany,dc=com \
Oracle Components Integration --addBaseEntry \
ADF s Tuni --eus \
O erver tuning --1dapPort 1389 \
= Review --adminConnectorPort 4444 \
--rootUserDN cn=Directory\ Manager \
Conf ADF Progress --rootUserPasswordFile ****** \
--ldapsPort 1636 \
Finished --generateSelfSignedCertificate \
--hostName oudl.intra \
--serverTuning \
-server -d64 \
--importTuning \
-server -d64 \
LDAP --no-prompt \
User --noPropertiesFile
—
Start Server when Configuration has Completed
Ldap.ora
VR p— < Previous ‘ I Finish
Dbca
S
EUS
“————
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Configure OUD:

Oracle Unified Directory Setup S ¢
OouD Welcome Finished
Server Settings L .
Oracle Unified Directory Setup Completed Successfully.
WLS Topology Options Oracle Unified Directory is now installed in /u01l/app/oracle/mw/asinst_1/0UD.
The server is started.
Directory Data
Oracle Components Integration Details:
ADF S Tuning See fuOl/app/oracle/mw/asinst_1/0UD/logs/oud-setup for a detailed log of this operation.
—
Review Configuring Directory Server ..... Done.
Configuring Certificates ... Done.
Conf ADF Progress Creating Base Entry dc=mycompany,dc=com .... Done.
Preparing the server for EUS/Oracle Net Services:
= Finished Importing LDIF file
Ju0l/app/oracle/mw/Oracle_OUD1/config/EUS/oracleContext.|dif ... Processed 17 entries,
imported 17, skipped 0, rejected 0 and migrated 0 in 3 seconds (average rate 4.9/sec)
Done.
Starting Directory Server .. Done.
Creating EUS suffixes .... Done.
LDAP Importing LDIF file /tmp/eusData483599452114765019.1dif v Done.
User
—
Ldap.ora
—
Dbca
S
EUS
“————
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OouD

WLS

ADF

Conf ADF

Conf OUD

Ldap.ora

S ——

Dbca

EUS

Martin Decker

Create LDAP Users & Groups: https://oudl.intra:7002/odsm/

Directory Services Manager Open Connections v | Accessibility v

Directory Manager | Topology Manager
Directory Connections

Actions ¥ View ¥ New 3¢ Disconnect

Open Connections
| Saved Connections

ORACLE 11¢

Directory Services Manager

Name OUD

* Server oudl.intra

* Administration Port 4444
SSL Enabled s
* User Name cn=Directory Manager
‘ * Password u-oul
Start Page Home |

@T Do you want to save this connection?

Login

Oracle Unified Directory Resource Center
(2) Getting Started
(2) Connecting to OUD
(2) Setting up Proxy Server
(3) Setting up LDAP Server
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Create LDAP Users & Groups:

Directory Services Manager Open Connections v Accessibility v
ouD Directory Manager | Topology Manager
Directory Connections oud1 x E
(@ Home T2 DataBrowser & Advanced Search = 42 Configuration = g% Schema  {, Security
WLS ) )
4% Configuration - -
. Version Information
E Create Local Naming Context i X
ODSM 11.1.2.2.0 (OUD) OUD Oracle Unified Directory 11.1.2.2.0 Java 1.7.0_55
ADE 2 Entry Management
&a Advanced Search
- Server Role () Refresh
‘t2 Browse Entries ¥ Directory ® Proxy ¥ Load Balancer % Distributor
e Create Entry % Replication Gateway % Replication Server
4 Create User Entry
} OUD Statistics () Refresh
w4t Create Static G Ents
s Create Static Group Entry Server Start Time September 3, 2014 4:41:03 PM CEST  Total LDAP Operations Completed (per sec) (since startup) 0
Conf OUD Qﬁ Create Dynamic Group Entry Installation Path /u01/app/oracle/mw/Oracle_OUD1 Average Elapsed Time per Operation (since startup) (ms) 0
o Instance Path /u01, oracle/m inst_1/0UD Connection Rate (con/sec) 0.001
iyt Create Virtual Static Group Entry . ) u /épp/ rade/mwj/asinst_/ ! (con/sec)
" Administrative Users cn=Directory Manager
(& Create Domain Entry
&5 Create Organization Entry Connection Handlers () Refresh
o% Create Organization Unit Entry Name Type Port Enabled SSL Enabled
Ld @ Create Country Ent Administration Connector LDAP 4444 v &
reate Coun n
cleHlie Ty Entry LDIF Connection Handler LDIF X X
N— — . "
Create Collective Attribute Subentry LDAPS Connection Handler LDAP 1636 [ 4 LY 4
JMX Connection Handler JIMX 1689 X X
& Schema Management :
Dbca I Atributes LDAP Connection Handler LDAP 1389 4 X
SNMP Connection Handler SNMP 161 X X
[=] Object Classes
- N
2| Syntaxes
EUS Naming Contexts () Refresh
== Matchina Rules Raca PRI Nahunrl Crann Cansar Dala Tnfarmatinn
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Create LDAP Users & Groups:
-> Data Browser

-> ou=people
o -> Create User Entry

WLS =
Directory Manager I Topology Manager
Directory Connections oud1 % @
@ Home 2 DataBrowser &d Advanced Search 4% Configuration g% Schema (&, Security
ADF Create new User entry Refresh | Create | Cancel
@ Network Group network-group |
i *Required
2 DataTree ) Search ()
Conf ADF View ¥ TR/ RBABLTESRDHO (@ Information
Entry You have unsaved changes.
E—— Root
cn=0racleContext
cn=0racleSchemaVersion * Parent Entry ou=people,dc=mycompany,dc=con q Select * RDN Attribute(s) Common Name -
@ dc=mycompany,dc=com
Conf OUD -
cn=OracleContext Basic User Information
& ou=people
4 cn=nero
52 ou=groups
& cn=DBAGroup * Common Name  Tom User ID
N User Name  tom Title T -
FirstName  Tom Email  tom.red@intra.at ,
Y
* LastName  Red| Mobile "
Ldap.or
dap ora . (3 Upload
Initials
Organizational Information
Dbca Department Number Labeled URT User Password  eseses
|
Description Manager Q Select Secretary
Employee Number Organization See Also
EUS Emniruian Tuna rnanization 1inie
—
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Create LDAP Users & Groups:
-> Data Browser

-> ou=group
o -> Create Group Entry -> Static Group

. Diectory manager | oo e I .,
Directory Connections oud1 % @
@ Home T2 DataBrowser GO Advanced Search = 42 Configuration = &% Schema = (&, Security
Create new group entry Refresh | Create || Cancel
G;a Network Group network-group j
ADF *Required
T2 DataTree 4 Search =
View ~ ~THZR %ﬁ%??&]@lc) (@ Information
Entry You have unsaved changes.
Root
Conf ADF [&] cn=OracleContext
) &) cn=OracleSchemaVersion * Parent Entry  ou=groups,dc=mycompany,dc=cor | 4 Select
@ dc=mycompany,dc=com * Common Name  APP1Group
cn=0racleContext
& ou=people Group Type  groupOfNames |
Conf OUD 4 cn=nero
> § cn=tom
g Group Information
§ cn=scott
@ cn=steve N Organization Unit Description
& cn=kevin
& cn=mike Organization Business Category
cn=andrew
g ap— Owner Q, Select See Also Q, Select
4 cn=sam
§ cn=eddie Member Information
& ou=groups
Lda p.ora & cn=DBAGroup Member o Add  $Q Delete
Value
cn=andrew,ou=people,dc=mycompany,dc=com Q Select
cn=mike,ou=people,dc=mycompany,dc=com q Select
Dbca cn=kevin,ou=people,dc=mycompany,dc=com Q, Select
—_—
—
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Configuration:

Conf ADF

Conf OUD

LDAP
User

Dbca

B
i

EUS

ldap.ora

DIRECTORY SERVERS=(oudl.intra:1389:1636)
DEFAULT ADMIN CONTEXT = "dc=mycompany,dc=com"
DIRECTORY SERVER TYPE = OID

Optional: sqglnet.ora:

NAMES .DIRECTORY PATH= (LDAP, TNSNAMES)

Martin Decker
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DBCA: register Database in directory (GUI)

Database Configuration Assistant - Welcome - Step 1 of 6

3
Database Operation OI_"ACLE 120
DATABASE
OUD ' Database Operation Select the operation that you want to perform.
+ Creation Mode () Create Database
\é) (5) Configure Database Options
WLS )
(") Delete Database
() Manage Templates
ADF () Manage Pluggable Databases
Conf ADF
Conf OUD
LDAP
User
Ldap.ora
‘ Help ‘ | Next > ‘ Cancel
EUS ACHTUNG: dbca silent funktioniert nicht, wegen Whitespace in ,cn=directory manager"
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DBCA: register Database in directory (GUI)

Preferred Web Browser Database Configuration Assistant - Configure Database Options - Step 2 of 7
Browse the Web
oubD Database List ORACLE 12‘:
" DATABASE
Database Operation Select the database that you want to configure. Also, specify SYSDBA credentials that could be used to connect to the database. If 0S
T authentication is enabled, these credentials will be ignored.
 Database List
WLS I
Y Database Options Selecti ‘Database
& |pB12
ADF
| N
Conf ADF
Conf OUD
LDAP
User
| N
Ldap.ora
—
‘ Help < Back ” Next > Cancel
~ ~
EUS ACHTUNG: dbca silent funktioniert nicht, wegen Whitespace in ,cn=directory manager"
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DBCA: register Database in directory (GUI)

OouD

WLS

ADF

Conf ADF

Conf OUD

LDAP
User

Ldap.ora

—

EUS

Database Configuration Assistant - Configure Database Options - Step 3 of 11

ORACLE" 1 ZC

Network Configuration
DATABASE

[ Directory Service

Database List Would you like to register this database with the directory service?

Network Configuration Izies‘mlIE:I:!::\;:iseenLT;c;\ei:\:ii:;rcec;:\::ec.t to this database without needing a local naming file (tnsnames.ora) and will also allowthem to
Storage Locations (5) Yes, register the database
Database CN [pB12 |
Provide a user DN (distinguished name) and password to register the database with the directory service.
User DN [cn:direc(ory manager ‘
Password: ‘oooo.o \

As part of database registration, an Oracle wallet will be created with credentials suitable for password authentication between this
database and directory service. Provide a password for the new database wallet.

C(—C—C—C—C—C—C—€1@®+€—

Wallet Password : [uuonn l

Confirm Password : \?Nuuonn ‘

) No, don't register the database

Help < Back " Next > Cancel

ACHTUNG: dbca silent funktioniert nicht, wegen Whitespace in ,,cn=directory manager"
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DBCA: register Database in directory (GUI)

OouD

WLS

ADF

Conf ADF

S——

Conf OUD

LDAP
User

Ldap.ora

[ ——

EUS

I Directory Manager I Topology Manager
Directory Connections oud1 x

@) Home 2 DataBrowser  &d Advanced Search | 4% Configuration | &% Schema | (&, Security

Elen=DB12 Refresh
@ nNetwork Group  network-group ¥/

2 DataTree | O Search Distinguished Name cn=DB12,cn=OracleContext,dc=mycompany,dc=com

Viewv  [§ ~ ZRBYLTYTFSHQ Created by cn=directory manager Modified by cn=directory manager
Entry Created at September 3, 2014 6:07:54 PM CEST  Modified at September 3, 2014 6:07:54 PM CEST
Root Attributes
5 cn=OracleContext
5 cn=OracleSchemaVersion Mandatory Attributes
@ de=mycompany,dc=com
Object Class
cn=OradieContext g dpAdd 3¢ Delete
5} &l cn=DB12 Name
> [ cn=EMREP orclApplicationEntity Q, Select
5] cn=Groups orclService Q, Select
> & cn=OracleDBCreators =
& cn=OracleDBSecurityAdmins q orciDBServer_92 (Q Select
&) cn=OracleNetAdmins orclDBServer Q Select
> B en=Products =
& ou=people top Q, select
4 cn=nero
> § cn=tom @ pAdd 3¢ Delete
4 cn=scott Value
> en=steve DB12
> § cn=kevin
FIensmike Optional Attributes
& cn=andrew

> § cn=cary

{SASL-MD! UBcbpdQ==
4 cn=sam
> § cn=eddie orcldbglobalname  pB12
& ou=groups
& cn=DBAGroup orcinetdescname  000:cn=DESCRIPTION_O

[oracle@dbl20el6 admin]$ tnsping DB12
TNS Ping Utility for Linux: Version 12.1.0.2.0 - Production on 03-SEP-2014 18:16:58
Copyright (c) 1997, 2014, Oracle. All rights reserved.

Used parameter files:
/ul0l/app/oracle/product/12.1.0.2/dbhome 1/network/admin/sglnet.ora

Used LDAP adapter to resolve the alias

Attempting to contact (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=dbl20el6.intra) (PORT=1521))
(CONNECT _DATA= (SERVICE NAME=DB12)))

OK (10 msec)

Martin Decker

B

Apply | Revert

*Required
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3 Use Cases:

OouD

WLS

ADF

S ———

Conf ADF

Conf OUD

LDAP
User

N

Ldap.ora

S ——

Dbca

N —

« DBA Accounts:

3 DBAs: TOM / BOB / STEVE
Zugriff auf Global User GU_DBA
Enterprise Role ER_DBA, Global Role GR_DBA

« Application Admins:

3 APPAdmins: KEVIN / MIKE / ANDREW
Zugriff auf Schema APP1 Uber Proxy-
Permission

« Application Admins:

3 APPAdmins: CARY / SAM / EDDIE
Zugriff auf Schema APP2 Uber Proxy-
Permission mittels LDAP Group

Martin Decker
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Vorbereitung auf Target-Database:

OouD

WLS

ADF

S ———

Conf ADF

Conf OUD

LDAP
User

\

Ldap.ora

S ——

Dbca

N

CREATE USER GU DBA IDENTIFIED EXTERNALLY;
CREATE USER GU APP1 IDENTIFIED EXTERNALLY;
CREATE USER GU APPZ IDENTIFIED EXTERNALLY;
CREATE ROLE GR DBA IDENTIFIED EXTERNALLY;

GRANT DBA TO GR DBA;

ALTER USER APP1 GRANT CONNECT THROUGH
ENTERPRISE USERS;

ALTER USER APP2 GRANT CONNECT THROUGH
ENTERPRISE USERS;

Tracing:
alter system set events '28033 trace name
context forever, level 9';
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EUS: Configuration

OouD

WLS

ADF

Conf ADF

Conf OUD

LDAP
User

Ldap.ora

—

Dbca

Enterprise Manager Cloud Control 12¢

¢3¢ Enterprise v (© Targets ¥ i Favorites ¥ (@ History v

% pB12 @ Logged in as sys (3 | [5] db12oel.intra
[ Oracle Database ¥ Performance v Availability v W Schema ¥  Administration ¥
Home
e Orac e Doy o T o
Users Sl M
@Information Roles
Unable to locate the Idap.ora file. Please provide 1 Profiles
Audit Settings
Enterprise Data Governance
* Host Application Data Models
Configuration Compliance
* port Data Masking
* Realm Data Redaction
Bxample: de=us,ée=  Transparent Data Encryption
* User Database Vault I Q
Example: cn=orcladr Privilege Analysis
* password Label Security

Virtual Private Database Cancel | Login

Application Contexts
Enterprise User Security
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EUS: Configuration

OouD

WLS

ADF

Conf ADF

S——

Conf OUD

LDAP
User

Ldap.ora

[ ——

Dbca

—_—

Martin Decker

Enterprise Manager Cloud Control 12c Setupv | 1L SysMaN~ O

& Enmise ~ © Trges~ e Evortes~ @ oy~ Seach Tyt oo

% pB12 @

Logged in as sys (3} | (3] db12cel6.intra

[ Oracle Database ¥ Performance ¥ Availability ¥ Security ¥ Schema ¥ Administration ¥

Oracle Internet Directory Login: Enterprise User Security

Enter Oracle Internet Directory credentials. Cancel | Login

£:>Infornmaﬁon

Unable to locate the Idap.ora file. Please provide the Idap details.

* Host

* Port

* Realm

* User

* Password

oudl.intra

1389

dc=mycompany,dc=com Q

Example: dc=us,dc=oracle,dc=com

cn=directory manager Q,
Example: cn=orcladmin,cn=Users,dc=us,dc=orade,dc=com

Cancel | Login
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OouD

WLS

ADF

Conf ADF

S——

Conf OUD

LDAP
User

Ldap.ora
| P———

Dbca
—
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Enterprise Manager Cioud Control 12c

e Enterprise v (@ Targets v i Favorites v @ History v

# pB12 @
[ Oracle Database ¥ Performance ¥ Availability ¥ Security ¥ Schema ¥ Administration v

Oracle Internet Directory Login >
Enterprise User Security

Create and configure an enterprise domains. At least one enterprise domain is required before user schema
mappings and additional settings can be managed. A domain can contain one or more databases.
Manage Enterprise Domains

Create and manage user-schema mappings between enterprise users stored in the directory and a specific
database.
Manage Databases

Manage user schema mapping for individual enterprise users. Optionally manage enterprise roles, proxy
permissions and label security authorizations.
Manage Enterprise Users

Manage User defined Enterprise Groups allows to grant access privileges to enterprise groups.
Manage User Defined Enterprise Groups

OID Realm Administration allows to manage various Realm Administrative groups.
OID Realm Administration

Martin Decker

Setupv | 1L sysMaN~Y O

Serc Trget v [ £

Logged in as sys (3 | 5] dbi2oel6.intra

Logged In As directory manager Logout Of OID

Overview

Enterprise User Security is a security feature in the database that enables
centralized user management for the Oracle Database using the Oracle
Internet Directory, an LDAP v3 compliant directory and a component of
Oradle Identity Management.

Database users stored in the directory are known to the database as
being identified externally. When a user authenticates to the database,
the database will communicate with the Oracle Intemet Directory to
verify the users credentials and authorizations.

Database users authenticating to the Oracle database can be associated
with a corresponding individual user account or a shared schema. Using
a shared schema reduces the number of schemas in the database
because thousands of database users managed in the directory can be
mapped to a single shared schema. Enterprise User Security enables a
single location for managing user access to databases across the entire
enterprise.
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Martin Decker

Logged In As directory manager Logout Of OID

ouD Configure Domain : OracleDefaultDomain
Cancel | OK
Databases User - Schema Mappings  Enterprise Roles = Proxy Permissions = Configuration = Administrators
WLS
List the databases which are members of the domain.
Selection Mode I Single | Add
ADF
View | Remove
Select | Name
*) DB12
Conf ADF ®
EMREP
Conf OUD Cancel | OK|
"e—————
LDAP
User
S —
Ldap.ora
S —
Dbca
 —
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EUS: Configuration — User Schema Mapping

Oracle Internet Directory Login > Enterprise User Security > Manage Enterprise Domains > Logged In As directory manager Logout Of OID
OubD Configure Domain : OracleDefaultDomain
Cancel | o]
WLS Databases User - Schema Mappings Enterprise Roles  Proxy Permissions = Configuration = Administrators
A user-schema mapping binds a single enterprise user (entry level mapping) or sub tree of enterprise users (sub tree level mapping) to a database schema.
ADF Selection Mode m M
o
Select ‘ From Enterprise User(s) Mapping Type To Schema ’
Conf ADF ® tom USER GU_DBA
S — bob USER GU_DBA
steve USER GU_DBA
Conf o nero USER EUS_DBA
) kevin USER GU_APP1
LDAP () mike USER GU_APP1
e () andrew USER GU_APP1
N () cary USER GU_APP2
Ldap.ora () sam USER GU_APP2
S () eddie USER GU_APP2
Dbca
————

Cancel | o]
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EUS: Configuration — Enterprise Role

Configure Domain : OracleDefaultDomain

Cancel ﬂ,

Databases = User - Schema Mappings Enterprise Roles Proxy Permissions ~ Configuration = Administrators
oubD
- ) An enterprise domain contains zero or more enterprise roles, which are containers of zero or more database global roles. Enterprise roles may be granted to enterprise users and groups. At database
login, the global roles in granted enterprise roles are enabled for an enterprise user.List the enterprise roles for which are present for the domain
WLS Selection Mode I Single :] Create
View | Edit | Delete
Select | Name Users Groups DB Global Roles |
AR5 ) @ ERDBA 0 1 2
e —
Edit Enterprise Role : ER_DBA
Cancel | Continue
Conf ADF
An enterprise domain contains zero or more enterprise roles, which are containers of zero or more database global roles. Enterprise roles may be granted to enterprise users and groups. At database login,
the global roles in granted enterprise roles are enabled for an enterprise user.List the enterprise roles for which are present for the domain
DB Global Roles ~ Grantees
Conf OUD
Global roles are spedial roles that can be granted to enterprise roles. Global roles can be added only from the databases, which are part of the domain.
Add
LDAP P—
User
R Select All | Select None
Select | Name Database \
I
|| GR_DBA DB12
Ldap.ora ) O erpea eveer | Eit Enterprise Role : ER_DBA
An enterprise domain contains zero or more enterprise roles, which are containers of zero or more database global roles. Enterprise roles may be granted to
Dbca enterprise users and groups. At database login, the global roles in granted enterprise roles are enabled for an enterprise user.List the enterprise roles for which are
present for the domain

DB Global Roles ~ Grantees

Upon database login, grantees will receive all privileges contained in the included global roles that apply to that database. Grantees can include any
combination of users and user groups

Remove

Select All | Select None
Select ‘ Name Type

|l DBAGroup GROUP




EUS Use Cases

EUS: Configuration

OouD

WLS

ADF

—

Conf ADF

Conf OUD

S

LDAP

User
e
—

Ldap.ora

(el gy ||
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Proxy Permissions

Martin Decker

Databases = User - Schema Mappings

a single domain.

Selection Mode | Single j
View | et | pelee

Configure Domain : OracleDefaultDomain

Enterprise Roles Proxy Permissi Confi ti Administrators

Cancel | ok

Proxy permissions grant a user the ability to proxy to another database account after successful authentication. The scope of a proxy permission is restricted to

Create

Edit Proxy Permission : PP_APP1

Proxy permission allow an enterprise user to connect to a target database as an schema user.

Target DB Users Grantees

These are target database users that grantees are permitted to proxy to.Target DB users can be added only from the databases, which are part of the

domain.

Remove

Select All | Select None
Select | Name

Database

Select ‘ Name ‘ Users Groups Target DB Users
@ PP_APPL 3 0 1
PP_APP2 0 1 1

Cancel | Continug

™

Edit Proxy Permission : PP_APP1

[ APPL

DB12

Dbca

Target DB Users Grantees

A proxy permission can be granted to any combination of users and groups

Remove

Select All | Select None

Proxy permission allow an enterprise user to connect to a target database as an schema user.

Cancel | Continue

™

Select | Name Type
T List the enterprise users and groups
[ anarew USER
L kevin USER
) mike USER



OV ) VTN NI T
EUS Use Cases O T UL L TE
Mastering Oracle Performance, High Availability, Manageability

Martin Decker

SQL> connect tom/pw4tom@DB12

EUS: Enterprise Role |comectes.

SQL> show user
USER is "GU_DBA"
SQL> select * from session_roles;

OUD
DBA
SELECT_CATALOG_ROLE
EXECUTE_CATALOG_ROLE
DELETE_CATALOG_ROLE
CAPTURE_ADMIN
ADF EXP_FULL_DATABASE
IMP_FULL_DATABASE
DATAPUMP_EXP_FULL_DATABASE
DATAPUMP_IMP_FULL_DATABASE
Conf ADF XS_RESOURCE
m— GATHER_SYSTEM_STATISTICS
OPTIMIZER_PROCESSING_RATE
EM_EXPRESS_BASIC
EM_EXPRESS_ALL
SCHEDULER_ADMIN
HS_ADMIN_SELECT_ROLE
IDDSQE HS_ADMIN_EXECUTE_ROLE
R XDBADMIN
XDB_SET_INVOKER
WM_ADMIN_ROLE
Ldap.ora JAVA_ADMIN
— JAVA_DEPLOY
OLAP_XS_ADMIN
OLAP_DBA
GR_DBA

WLS

Conf OUD

Dbca

|

- 25 rows selected.
SQL> select sys_context('userenv','current_user') current_user,

sys_context('userenv', 'authenticated_identity') authenticated_identity,
sys_context('userenv', 'enterprise_identity') enterprise_identity from dual; 2 3

CURRENT_US AUTHENTICA ENTERPRISE_IDENTITY

GU_DBA TOM cn=tom,ou=people,dc=mycompany,dc=com
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SQL> connect mike[appl]/pw4mike@DB12

EUS . PFOXY' Pe rms Connected.

SQL> select * from session_roles;

oub | TTTTTTTTTTTTTTTTTTTT OIS
RESOURCE

SQL> show user
WLS |USER is "APP1"
SQL> col proxy_enterprise_identity format a5@

ADF select sys_context('userenv','current_user') current_user,
sys_context('userenv', "authenticated_identity') authenticated_identity,
sys_context('userenv', "PROXY_ENTERPRISE_IDENTITY') proxy_enterprise_identity from dual;
Conf ADF CURRENT_US AUTHENTICA PROXY_ENTERPRISE_IDENTITY
APP1 APP1 cn=mike,ou=people,dc=mycompany,dc=com
Conf OUD
SQL> connect sam[APP2]/pw4sam@DB12
Connected.
lfJDséﬁ SQL> show user

| USER is "APP2"
| SQL> select * from session_roles;

Ldap.ora
. | ROLE

Dbca
RESOURCE

- SQL> select sys_context('userenv','current_user') current_user,

sys_context('userenv', "authenticated_identity') authenticated_identity,
sys_context('userenv', 'PROXY_ENTERPRISE_IDENTITY') proxy_enterprise_identity from dual;

CURRENT_US AUTHENTICA PROXY_ENTERPRISE_IDENTITY 54
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[0 DB Documentation: Oracle® Database Enterprise User
Security Administrator's Guide /
http://docs.oracle.com/database/121/DBIMI/toc.htm

0 OUD Documentation:
Fusion Middleware Unified Directory 11g Release 2
(11.1.2.2)
http://docs.oracle.com/cd/E49437 01/index.htm

[0 Oracle Virtual Directory / Oracle® Fusion Middleware
Administrator's Guide for Oracle Virtual Directory
11g Release 1 (11.1.1)
http://docs.oracle.com/cd/E28280 01/admin.1111/
e10046/toc.htm
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interessante Technologie
Randprodukt mit wenig Kunden
viele Bugs, aber keine Showstopper

Oracle Support problematisch (SR alter als 9 Monate),
da Team-ubergreifend (OVD, OUD, EUS)

keine neuen Features mit 12c, auBBer Pluggable DB
Unterstutzung
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